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Device User Agreement

(Procedure 618, Responsible Use of Learning Technology and Data)

This agreement is intended to communicate the roles and responsibilities of Keewatin-Patricia
District School Board (KPDSB) staff hereinafter referred to as the User, that have been assigned
a Laptop, Chromebook, iPad, or other device(s) hereinafter referred to as “the Device”.

1. Usernames and passwords are unique to each user. The User must not share their
usernames nor passwords. The confidentiality of login credentials is the user’s
responsibility and if there is a compelling need to disclose your password with anyone,
including a Learning Technology technician for a temporary event, it must be changed
immediately afterward.

2. The Device is the property of the KPDSB.

3. The Device is a tool to be used by the User to support their respective positions. The
Device is configured with Board owned/licensed software and remains the property of the
Board. The User must use reasonable care in the use and physical maintenance of the
Device.

4, The Device may be portable and contain private and confidential information. It is the
responsibility of the User to ensure that the security and integrity of any data contained on
the Device will not be compromised. While not all-encompassing, the following are
expectations to ensure the confidentiality of any data:

a) Access to the Device is restricted to KPDSB staff.

b) The Device must be stored in such a way that it will be difficult to misappropriate either
the physical device or the data stored within it.

c) When used in a place where other persons could view the screen, reasonable care
should be taken to protect confidential information.

d) Any action or activity that could make confidential information available to non-
authorized persons must be avoided.

e) When using portable storage devices (i.e. USB keys, portable hard drives, etc.),
confidential data is to be kept secure.
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f) The Device is configured to require a password to log in.

Data stored on the device is outside of the KPDSB’s server environment. Keeping a
backup of that data is the responsibility of the Device User.

Any unlawful or prohibited use of the Device as defined by Procedure 618 — Responsible
Use of Learning Technology and Data and/or Policy 706 — Employee Code of Conduct
may result in disciplinary action.

Windows Laptops

Laptops have Microsoft Windows installed and are configured to automatically download
and install Microsoft Windows updates. The User may need to monitor their laptop so
that when updates have been downloaded, they are installed in a timely manner.

XDR (Extended detection and response) security software is installed on the Windows
laptop by the KPDSB Learning Technology Department. The XDR software is configured
centrally -and will not allow an end-user to change, disable, or uninstall the application.

Laptops are configured with an application called Kaseya which provides the Learning
Technology Department access to the laptop. KPDSB Learning Technology Technicians
will have access to the laptop for routine maintenance, updating, troubleshooting, and
configuring of the machine. Any personal information contained on the machine could
therefore be viewable by Learning Technology Technicians.

Applications used on the laptop will be kept up to date by the Learning Technology
Department as best as possible. The User is responsible to check to make sure they are
up to date. Sometimes the Learning Technology Department will FORCE
updates/reboots when critical. It is important that Users frequently save their work so that
forced updates do not result in work potentially lost.

Chromebook Laptops

Chromebooks are joined to KPDSB’s K12 Google Domain and must not be reconfigured.
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2. Chrome OS updates will automatically download to the Chromebook. Therefore, the User

may need to reboot the device to install the latest updates. Sometimes the Learning
Technology Department will FORCE updates/reboots when critical.

3. Google Workspace for Education is used by the KPDSB Learning Technicians to
manage, maintain, and configure the Chromebooks
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